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1 Editorial

The year 2011 has come o badly for the PKI industry.
In March, it became public that a Comodo reseller in
Italy called GlobalTrust had been compromised and a
few SSL/TLS server certi cates had been fraudulently
issued in the aftermath. Some of these certi cates were
so important that revoking them (using certi cate re-
vocation lists or OCSP responses) seemed to be insuf-
cient, and the browser vendors therefore decided to
patch their software on the y. The event was unfor-
tunate and casted a damning light on Comodo and the
PKI industry as a whole. To make things worse, a few
months later (in late August), it became obvious that
DigiNotar (a Vasco company) had also been compro-
mised, resulting in several hundred fraudulently issued
SSL/TLS server certi cates (including many wildcard
certi cates for very prominent sites). This set the seal
on the end of DigiNotar, also acting as a trusted certi-
cation authority (CA) for the Dutch government (the
respective governmental CA is known as PKloverheid).
It also revealed the fact that CAs and PKIs better work
in theory than in practice. In fact, the high level of se-
curity that is claimed to be achievable with public key
certi cates has turned out to be illusive. A CA or PKI
that operates in the real world is a social-technical sys-
tem, and as such it has social and technical shortcom-
ings and vulnerabilities. Some of these shortcomings
and vulnerabilities can be eliminated using appropriate
security mechanisms (be they technical, organizational,
or legal), but some of them cannot be eliminated. For
example, the operators of the respective systems are
always going to have special privileges and can misbe-
have accordingly. Even if the four-eye-principle is put
in place and enforced, the adversary can blackmail or
bribe two persons (instead of one). This makes an at-
tack more expensive, but it does not entirely eliminate
the possibility. As long as human beings are involved,
it seems that there are always possibilities to attack
a CA or PKI. This is disillusioning but real; i.e., the
discussions that surround public key certi cates, CAs,
and PKIs have nally arrived in reality and are subject
to real-world security reasoning.

I hope that you enjoy reading this issue of e-
SECURITY communications, and | am looking forward
hearing from you and receiving your feedback, com-
ments, or criticism in one way or another.

K. Grp-

I'am the author of this document
Qualified signed by Rolf Oppliger
Muri b. Bern, September 25, 2011

2 News

Rolf Oppliger's new book entitled Contemporary Cryp-

tography, Second Edition (ISBN 978-1-60807-145-6) is
now available in Artech House's information security

and privacy series! It can be purchased from Artech

House, Amazon, or any local bookstore. Feel free to
review it and post some comments on any forums of
your choice. | sincerely appreciate any criticism, be it

positive or negative.

3 Publications

In his role as an editorial board member of the IEEE
Computer magazine, Rolf Oppliger has served as the
guest editor for the September 2011 special issue on
\Security and Privacy in an Online World." The ra-
tionale behind this special issue was that \it is increas-
ingly di cult if not impossible to de ne the perimeter
that separates the trusted inside from the untrusted
outside," and that \many security and privacy mecha-
nisms no longer work in an online world." Many compa-
nies and organizations are struggling with these issues,
and hence new buzzwords like \perimeterization" and
acronyms like BYOD (standing for \bring your own
device") have appeared in public discussions. It seems
that nobody has appropriate answers to the (security)
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