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Cryptography is the technology of choice to pro-
vide (communication) security services in computer 
networks and distributed systems (e.g., the Internet)
This also applies to Web applications
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This also applies to Web applications
There are many possibilities to implement crypto-
graphic technologies and techniques
They can be implemented at every layer of the 
TCP/IP protocol stack
Each possibility has advantages and disadvantages 
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PGP / OpenPGP / S/MIME

Cryptographic security protocols used on the 
Internet (overview)
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Application Layer

Transport Layer

Network Layer

Network Access Layer

S-HTTP

SSL / TLS / DTLS

IPsec / IKE

IEEE 802.1AE / PPTP / L2TP (IPsec/IKE)

PGP / OpenPGP / S/MIME

Kerberos



Following the end-to-end argument , the IETF char-
tered a Web Transaction Security (WTS) WG in the 
early 1990s
The result was an application layer protocol named 
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The result was an application layer protocol named 
Secure Hypertext Transfer Protocol (S-HTTP)
It is specified in experimental RFCs 2659 and 2660 
(authored by Eric Rescorla and Allan Schiffman)
In contrast, Netscape Communications (together with 
Taher Elgamal) proposed (and patented) a transport 
layer security protocol named Secure Sockets 
Layer (SSL) 



SSL requires (and is layered on top of) a connection-
oriented and reliable transport layer protocol, such 
as the Transmission Control Protocol (TCP)
In 1994, Netscape Communications implemented 

������������� &�#

Slide 7

In 1994, Netscape Communications implemented 
SSL 2.0 in its browser (Netscape Navigator) 
In 1995, Microsoft proposed a conceptually similar 
transport layer security protocol named Private 
Communication Technology (PCT) and an enhan-
ced Secure Transport Layer Protocol (STLP)
SSL 3.0 was specified in 1996



The IETF wanted to resolve the dispute between 
Netscape Communications (SSL) and Microsoft 
(PCT/STLP) and chartered a Transport Layer 
Security (TLS) WG
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Security (TLS) WG
The resulting protocol TLS 1.0 was officially relea-
sed in 1999 (RFC 2246)
Work continued within the IETF TLS WG 
TLS 1.1 (RFC 4346) was released in April 2006, 
together with version 1.0 of the Datagram TLS 
(DTLS) protocol (RFC 4347) 
TLS 1.2 (RFC 5246) was released in August 2008



Today, SSL/TLS is the predominant cryptographic 
security protocol used on the Internet
This is particularly true in e-commerce, e-business, 
e-government, and e-*
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e-government, and e-*
SSL/TLS has many advantages and is replacing 
other cryptographic security protocols, such as 
IPsec/IKE (even in the realm of virtual private net-
working)
It also has a few shortcomings and limitations (as 
discussed below)



The SSL protocol is a transport layer security pro-
tocol that employs cryptographic techniques to 
provide the following communication security 
services
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services

Authentication services (both peer entity and data 
origin authentication)
Connection confidentiality services
Connection integrity services (without recovery)



The scope of the SSL protocol is twofold

It can be used to establish a secure (i.e., authentic 
and confidential) channel between two communica-
ting peers
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ting peers
It can use this channel to securely transmit higher-
layer protocol data from the sender to the recipient



SSL consists of two sublayers and a few subproto-
cols (the term SSL refers to all of them)
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Application Layer Protocol

Slide 12

Application Layer

Transport Layer

Network Layer

Network Access Layer

UDP

IP

e.g. Ethernet

Application Layer Protocol
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SSL 
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SSL Change 
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Protocol

SSL     
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Application 
Data 
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The SSL protocol is application layer protocol inde-
pendent, meaning that any TCP-based application 
protocol can be layered on top of it

Servers should be prepared to accept both the 
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Servers should be prepared to accept both the 
secure and nonsecure version of a particular 
application protocol (e.g., HTTP and HTTPS)

In principle, they can pursue a separate port stra-
tegy (RFC 2818) or an upward negotiation 
strategy (RFC 2817)



In theory (and according to the IETF), the upward 
negotiation strategy is the preferred choice 

Examples include the STARTTLS feature of the 
SMTP (RFC 2587) or the HTTP/1.1 upgrade 
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SMTP (RFC 2587) or the HTTP/1.1 upgrade 
mechanism (RFC 2817)

Because the separate port strategy is simpler and 
more straightforward, it is still more widely deplo-
yed in practice
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Protocol Description Port #

https HTTP over SSL/TLS 443

ldaps LDAP over SSL/TLS 636

ftps-data FTP Data over SSL/TLS 989
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ftps-data FTP Data over SSL/TLS 989

ftps FTP Control over SSL/TLS 990

telnets Telnet over SSL/TLS 992

pop3s POP3 over SSL/TLS 995

imaps IMAP4 over SSL/TLS 993

... ... ...



An SSL session is an association between two 
communicating peers that is created by the SSL 
Handshake Protocol

It basically defines a set of cryptographic (and other) 
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It basically defines a set of cryptographic (and other) 
parameters that are used by the SSL connections
associated with the session

Hence, an SSL session can be shared among 
multiple SSL connections, and SSL sessions are 
mainly used to avoid the expensive negotiation of 
new parameters for each connection



SSL sessions and connections are stateful, i.e., the 
clients and servers keep state information

There are four states that need to be managed
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Read state Write state

Current state

Pending state

Client or server copies 
state after having sent a 
ChangeCipherSpec 
message (read state 
remains unchanged)

Client or server copies    
state after having received 
a ChangeCipherSpec 
message (write state 
remains unchanged)
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SSL Session State Elements SSL Connection State Eleme nts

session identifier server and client random

peer certificate server write MAC key
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compression method client write MAC key

cipher spec server write key

master secret client write key

is resumable initialization vectors

sequence numbers



����(�������� !,�!)

A key exchange algorithm is part of a cipher 
suite

It is used to establish a 48-byte premaster secret 
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RSA
Diffie-Hellman

Fixed Diffie-Hellman (DH)
Ephemeral Diffie-Hellman (DHE)
anonymous Diffie-Hellman (DH_anon)

FORTEZZA
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Key exchange

Premaster secret

Handcrafted pseudorandom 
function (PRF) that employs 
MD5 and SHA-1
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Premaster secret

Master secret

Key block

SSL session 
state element

client_write_MAC_secret
server_write_MAC_secret
client_write_key
server_write_key
client_write_IV
server_write_IV
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The SSL Record Protocol is used for the encap-
sulation of higher-layer protocol data 

Application Data Stream
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SSLPlaintext

SSLCompressed MAC

SSLCiphertextHeader

Fragment ( ££££ 214 bytes)

Compress (null by default)

Encrypt

Prepend SSL record header
(incl. type, version, and length)

Append MAC

Cryptographically 
protect  (cipher spec)
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A cipher spec is an SSL session state element that 
comprises an encryption and a message authenti-
cation algorithm

A cipher suite comprises a cipher spec and a key 
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A cipher suite comprises a cipher spec and a key 
exchange algorithm

SSL 3.0 comes along with 31 cipher suites

As its name suggests, the SSL Handshake Proto-
col is a handshake protocol that is used to negotiate 
items like cipher suites and compression methods
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ClientHello

ServerHello
[ Certificate ]

[ ServerKeyExchange ]
[ CertificateRequest ]
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Client Server

[ CertificateRequest ]
ServerHelloDone

[ Certificate ]
ClientKeyExchange
[ CertificateVerify ]

ChangeCipherSpec
Finished

ChangeCipherSpec
Finished

Application Data
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ClientHello

SSL handshake (session resumption) 
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Client Server

ChangeCipherSpec
Finished

ServerHello 
ChangeCipherSpec

Finished

Application Data
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Since its official release in 1996, the security of 
SSL 3.0 has been analyzed by many researchers 
(without any significant success)

In 1998, Daniel Bleichenbacher found an adaptive 
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In 1998, Daniel Bleichenbacher found an adaptive 
chosen ciphertext attack against PKCS #1 version 
1.5 as employed by SSL 3.0

The attack fueled a lot of research in the realm of 
provably secure asymmetric encryption
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In 2001, PKCS #1 was updated to version 2.0, 
adapting the optimal asymmetric encryption 
padding (OAEP) method

In theory, OAEP is provably secure against chosen 
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In theory, OAEP is provably secure against chosen 
ciphertext attacks

In practice, however, several cryptographers have 
found variations of the Bleichenbacher attack 

For example, James Manger found possibilities to 
mount efficient chosen ciphertext attacks against 
several implementations of PKCS #1 version 2.0

In 2001, PKCS #1 was updated to version 2.1 
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In 2002, Serge Vaudenay found a vulnerability in the 
CBC padding scheme of SSL 3.0 

In 2003, it was shown that the vulnerability can 
actually be exploited in a chosen ciphertext attack
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actually be exploited in a chosen ciphertext attack

In 2004, another vulnerability was found in CBC 
padding

These cryptanalytical results made it mandatory to 
revise TLS 1.0 and to come up with TLS 1.1

All CBC padding problems can be avoided by not 
using a block cipher in CBC mode in the first place



The TLS protocol is the official successor of the SSL 
protocol

The protocol has been specified (and is further re-
fined) by an IETF WG of the same name
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fined) by an IETF WG of the same name

The TLS protocol is conceptually similar to the SSL 
protocol (same sublayers and subprotocols)

It has evolved in three steps

TLS 1.0 (RFC 2246, 1999) �  SSL 3.1  
TLS 1.1 (RFC 4346, 2006) �  SSL 3.2 
TLS 1.2 (RFC 5246, 2008) �  SSL 3.3 



Major differences between TLS (TLS 1.0) and SSL

TLS distinguishes between the security parameters 
and the state elements of a connection  
TLS uses the HMAC construction to authenticate 
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TLS uses the HMAC construction to authenticate 
messages and a HMAC-based PRF to generate the 
keying material (i.e., master secret and key block)
TLS employs other cipher suites (e.g., no export-
controlled cipher suites, no FORTEZZA key exchange, 
new encryption algorithms, e.g., 3DES and Camellia) 
Differences related to certifiacte management (in 
particular certificate path validation)



Major differences between TLS 1.0 and TLS 1.1

Modifications regarding the use of a block cipher in 
CBC mode (in reponse to the attacks mentioned 
before)
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before)
Reduction of information provided by alert messages 
(in response to a 2002 posting by Bodo Möller)
New cipher suites related to Kerberos and the AES 
(following a general trend in the information security 
industry) 



Major differences between TLS 1.1 and TLS 1.2

Use of a new PRF that is simpler and more straight-
forward (it employs SHA-256 instead of MD5 and 
SHA-1)
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SHA-1)
The generic extension mechanism and the specific 
extensions specified in RFC 4366 are part of TLS  
1.2  (e.g., server_name , cert_type , 
elliptic_curves , ... )

Compression methods are specified in complemen-
tary RFC 3749 (including the DEFLATE compression 
method specified in RFC 1951)



The future of the TLS protocol looks promising

Many products are available that natively support  
the TLS protocol

Also, many people are working on further develo-
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Also, many people are working on further develo-
ping the TLS protocol and the respective specifi-
cation

This opens up the problem that the specification 
may become too varied, and that interoperability 
may become a critical issue (similar to the IPsec / 
IKE protocols)



The DTLS protocol is the datagram version of the 
TLS protocol, meaning that it can be used to secure 
UDP-based application protocols
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Application Layer Protocol
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Application Layer

Transport Layer

Network Layer

Network Access Layer

UDP

IP

e.g. Ethernet

Application Layer Protocol

TCP

DTLS Record Protocol

DTLS 
Handshake 

Protocol

DTLS Change 
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DTLS 
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Application 
Data 

Protocol



The DTLS protocol has a few predecessors (e.g., 
Microsoft STLP, WAP Forum WTLS, ... )

After having successfully deployed the TLS protocol, 
the IETF TLS WG became active to adapt the TLS 
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the IETF TLS WG became active to adapt the TLS 
protocol and specify a DTLS protocol

DTLS 1.0 (RFC 4347) was specified together with 
TLS 1.1 (RFC 4346) in 2006
DTLS 1.2 is specified in an Internet-Draft (draft-
ietf-tls-rfc4347-bis-04 ) 

It is waiting for approval for publication in a respec-
tive RFC



Problem areas

Interrecord dependencies in TLS encryption and 
decryption (e.g., stream cipher, block cipher in CBC 
mode, ... )                                                                           
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mode, ... )                                                                           
à Avoid interrecord dependencies or make res-
pective state information explicit (e.g., no stream 
cipher in DTLS, explicit CBC state in TLS 1.1 and 
DTLS, ... )
Handshake protocol requires a reliable transport 
channel between the communicating peers                                                                             
à Introducing reliability using a sequence numbering 
scheme in the DTLS record format



Modifications of the DTLS record format

The version field comprises the 1‘s complement of the 
DTLS version in use (e.g., 1.0 à 254,255)

In addition to the type, version, and length fields, each 
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In addition to the type, version, and length fields, each 
DTLS record header comprises two additional fields

A 16-bit epoch field (incremented on every cipher state 
change)

A 48-bit sequence number field (incremented for every 
DTLS record)

The epoch/sequence number pair has a similar effect 
than the initial sequence numbers in TCP



Modifications of the DTLS Handshake Protocol

The header format is extended to handle message 
loss, reordering, and fragmentation (i.e., 3 new fields 
message sequence, fragment offset, and fragment 
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message sequence, fragment offset, and fragment 
length) 

Timers are introduced so that messages can be 
retransmitted if they are lost (or timeouts occur, res-
pectively)

A stateless cookie exchange is added to protect 
against resource clogging attacks (similar to earlier 
versions of IKE) 



The  changes in DTLS 1.2 are either editorial or of 
minor (security) concern

It is argued that the DTLS protocol (1.0 or 1.2) in-
herits its security from the TLS protocol from which 
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herits its security from the TLS protocol from which 
it deviates marginally

The biggest worry is that the DTLS protocol is 
stacked on UDP (instead of TCP), and that specific 
vulnerabilities or security problems may be inheri-
ted from there (e.g., impropriety of proxy-based 
firewalls)



SSL/TLS can be used to secure client-server 
communications

As such, it has many applications in e-commerce, e-
business, e-government, or �  more generally �  e-*
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business, e-government, or �  more generally �  e-*

It is typically used to authenticate the server and 
cryptographically protect data that are transmitted

Client authentication is usually done with other 
means (if needed at all)

Architectural differences are mainly related to fire-
wall traversal (SSL/TLS tunneling vs. SSL/TLS 
proxying)



./
�0�/
/� $�$

Slide 40



SSL/TLS is a cryptographic security protocol that 
operates at the transport layer

As such, it can be used to secure channels bet-
ween transport layer entities
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ween transport layer entities

This is in line with the Dolev-Yao model (1981) 

According to this model, the adversary is able to 
control all communication channels between the 
communicating peers



User
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Client
Communication 

channel

Server



User interface is 
vulnerable
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User
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SSL/TLS can neither solve the secure platform 
problem nor any other application layer security 
problem

SQL injection
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SQL injection
Cross-site scripting (XSS)
Cross-site request forgery (CSRF)
... 

Protection against these attacks requires the use of 
complementary technologies (if available)

The use of SSL/TLS makes content screening 
difficult (and requires an SSL/TLS proxy)



In theory, SSL/TLS can be used to protect against 
man-in-the-middle (MITM) attacks

In practice, it does not work, mainly because public 
key certificates are difficult to manage and/or use 
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key certificates are difficult to manage and/or use 
properly

This also applies to Extended Validation (EV) certifi-
cates (cf. Philippe Oechslin‘s talk)

SSL/TLS session-aware user authentication can be 
used to protect against MITM attacks

The authentication information is (cryptographically) 
linked to the SSL/TLS channel in use



SSL/TLS (HTTPS) is the technology of choice to se-
cure Web-based applications

It provides secure channels that can be used to 
securely transmit data between clients and servers
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securely transmit data between clients and servers

As such, it is a very useful technology, but it is not a 
panacea (i.e., there are security problems that can 
neither be solved cryptographically nor can they be 
addressed at the transport layer)

It is important to understand the security issues of an 
application (to complement SSL/TLS with other tech-
nologies in a reasonable and meaningful way)
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