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This text is an updated version of Section 11.2.2 from a book written by Rolf
Oppliger in 2021 (ISBN 978-1-63081-846-3)

11.2.2 GCM

Like CCM, GCM is designedo usea 128-bitblockcipher(e.g.,AES)in CTRmode.
But unlike CCM, the CTR mode of GCM usesa unique counterincrementation
function anda messageauthenticatiorconstructiornthat employsa universalhash
function basedon polynomial evaluationin GF (2'2%). According to Section
10.3.3,this constructionyields a Carter-WegmarMAC. The NIST documentthat
specifiesthe GCM mode[6] alsorefersto an authentication-onlyariantof GCM
called Ga-lois messageawuthenticatiorcode (GMAC). In short, GMAC usesGCM
encryptionbut requiresno datato be encrypted,meaningthat all data are only

authenticated.

GF(2'?®) is an extension field offF'(2). Its elements are strings of 128 bits,
and its operations are additiom) and multiplication (). If x = zoxy...2107
andy = 4oy - .. y127 are two elements of:F'(212%) with z; andy; representing
bits for: = 0,1,...,127, thenz & y can be implemented as bitwise addition
modulo 2 andx - y can be implemented as polynomial multiplication modulo an
irreducible polynomial (Appendix A.3.6). In the case of GCM, this polynomial is
settof(x) =1+ z + 2% + 27 + 2'2® (according to the standard).
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Algorithm 11.3 GHASH function used in GCM mode.

(h, )

Yo = 0128
fori =1tondoy; = (yi—1 ®x;) - h

(yn)

GCM employs two complementary functions:-A hash function called GHASH
and an encryption function called GCTR that is‘a variant of “normal” CTR mode
encryption.

o= k]

Figure 11.2 The GHASH function.

e The GHASH: function is specified in Algorithm 11.3 and illustrated in Figure
11.22 It takes as input a 128-bit hash subkepndz = z; || 22 || ... || z»
thatis a sequence af128-bit blocksry, x», . . . , z,,, and it generates as output
a 128-bit hash valug,,. The function is simple and straightforward: It starts
with a128-bit blocky, that is initialized with 128 zeros (written 832%), and
it then iteratively adds the next block afand multiplies the result with the
hash subkey.. This is iteratedh times, untily,, is returned as output. More
specifically,y, v, - . ., y» can be computed as follows:

2 While GHASH is a hash function, it is not a cryptographic one.
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n = (Wo®xz) -h=xz1-h
yo = (W @x)-h=(yo®z1) -h)@x3) -h=21-h>Pay-h
ys = (y2@x3)-h=((x1-h*Das-h)Da3) h

= 1'h5@l‘2'h2@£€3'h
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n
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Note thaty, does not influence the computation, and that only the last
valuey,, is needed to form the output (all other values are noted here just for
the sake of transparency).

Algorithm 11.4 GCTR encryption function.

(k,ICB, )

if z is empty then return empty bit string
n =[] /128]

b1 = ICB

fori = 2ton dob; = incsa(b;—1)

fori =1ton —1doy; = z; ® Er(b;)
Yn =Zn® MSB,, | (B (bn))

y=yi vzl yn | un

(%)

e The GCTR encryption functionis specified in Algorithm 11.4. It takes as input
a keyk, an.initial counter block (ICB), and an arbitrarily long bit strimgand
it generates as output another bit strintpat represents the encrypted version

of = usingk and the ICB. More specifically; = z; || 22 || ... || =, is
a sequence of = [|z|/128] blocks, wherery, zo, ..., z,—1 are complete
128-bit blocks butr,, does not need to be complete (i.e:.,| < 128). The
algorithm uses a sequencerofl28-bit counter blocks, bo, . .., b, that are

encrypted and then added modulo 2 to the respective blocks bfzx,, is
incomplete, then the respective numbebgE most significant bits are used
and the remaining bits @f, are simply discarded. In the engis compiled as
the concatenation of all ciphertext blockg, y», . . . , y., Wherey,, can again
be incomplete. The auxiliary function igg) increments the least significant
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s bits of a block and leaves the remainin2g8 — s bits unchanged. This can
be formally expressed as follows:

incs(z) = MSBias_s(x) || [int(LSBs(z)) + 1 (mod: 2%)]s

In GCTR and GCMs is 32 bits. This means that the first 96 bitsiofemain
unchanged and only the last 32 bits are incremented in each step.

o)
@
O ©)
m e 01 28

Figure 11.3 GCM authenticated encryption.

Having prepared all the ingredients, we are now ready to explain and delve
more deeply into GCM authenticated encryption as specified in Algorithm 11.5 and
partly illustrated in Figure 11.3. As is usually the case in AEAD, the algorithm takes
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as input a key: for the block cipher in use, a variable-length nondea message:

to be encrypted and authenticated, and some additionahdatde authenticated.
The message: comprises) < |m| < 239 — 256 bits that formn 128-bit blocks,
whereas: is 0 < |a| < 2%* — 1 bits long and form¢ = [|a|/128] 128-bit blocks.
The output of the algorithm consists of two parts: The ciphertgkiat is equally
long asm and the authentication taghat can have a variable length (uptt — 1
bits). The official specification suggests thad 128, 120,112, 104, or 96 bits long,
and that there may be some exceptional applications and use cases \ghendy
64 or 32 bits long.

Algorithm 11.5 GCM authenticated encryption.

(k7 r? m7 a)

h = Ey(01%®)
if |r| = 96 thenyy = = || 0311

elses = 128 - [|r|/128] — |r|

yo = GHASH(h, (|| 0°F%% || [|r[]64))

c= GCTR(k‘7 incsz (yo), m)
padq = 128 - [|a|/128] — |a]
pad. = 128 - [|c|/128] —={¢|
b= GHASH(h, (a || 07*% || c || 07*% || [|allea | [lc|l64))
t = MSBy;|(GCTR(k, 9o, b)

(c,1)

The GCM encryption-algorithm first generates a subkefpr the GHASH
function. This value is generated by encrypting a block that consists of 128 zero
bits (i.e.,012®) with the block cipher and key. It then derives a 128-bit precounter
block i, from the variable-length nonee This derivation is formally expressed in
Algorithm 11.5 but is.not illustrated in Figure 11.3. In the most likely case ithat
is 96 bits long,y, is just the concatenation @f 31 zero bits, and a one bit. This
yields 128 bits in total. If, however, is not 96 bits long, then the construction of
yo is slightly more involved. In this case, is padded some with some zero bits
so that the concatenation of the zero bits, and the 64-bit length encodingrof
yields a string that is a multiple of 128 bits long (in Algorithm 11.5 a temporary
variables is used to determine the number of zeros). This string is then subject to
the GHASH function with subkey:, so that the resulting precounter blogk is
again 128 bits long. In either case, this is the value Figure 11.3 starts with in the
upper:left corner. The algorithm generates a sequence of counter valueg,ftym

3 _Again, the distinction between a nonce and an IV is somehow vague. While the GCM specification
uses the notion of an IV, we use the notion of a nonce. It is particularly important that the value does
not repeat, and this is best characterized with the notion of a nonce.
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recursively applying the 32-bit incrementing functionggg). All y'values except
yo are then used to GCTR-encrypt the messageith the keyk. This yields the
ciphertext = ¢; || c2 || - .. || ¢, @and terminates the encryption{part of the algorithm.
The second part of the algorithm deals with authentication and generates a
respective tag. The algorithm therefore computes the minimum numbers of zero
bits, possibly none, to pad andc so that the bit lengths.of the respective strings
are both multiples of 128 bits. The resulting values até, for a andpad,. for c.
The algorithm then pads and ¢ with the appropriate number of zeros, so that the
concatenation ofi, 07%%, ¢, and0P*<, as well as the 64-bit length representations
of a andc is a multiple of 128 bits long. Again, this string is subject to the GHASH
function with subkeyh. The result ish and this 128-=bit string is input to the GCTR
function—together with the kel and the formerly generated precounter blggk
If the tag length isjt|, thent refers to thelt| - leftmost (most significant) bits of
the output of the GCTR function. The output of the GCM authenticated encryption
algorithm consists of andt.

Algorithm 11.6 GCM authenticated decryption.

(k7 r? C? a7 t)

verify lengths ofr, ¢, a, andt
h = Ej(0'?8)
if |r| = 96 thenyg = || 0311

elses =128 - [|r|/128] — |r|

yo = GHASH(h, (r || 0764 || [|r[]64))

m = GCTR(k, incss (yo),c)
pad. = 128 - [le¢|/128] — |c|
padq = 128:+|a|/128] — |a|
b= GHASH(h, (a || 072 || ¢ || 0P || [|allgs || [|[l64))
t' = MSBy,(GCTR(k, yo, b)
if ¢ = t" then returnm else returrFAIL

(m orFAIL)

GCM authenticated decryption works similarly, but the operations are per-
formed in more or less reverse order. It is specified in Algorithm 11.6 and partly
illustrated in Figure 11.4. The algorithm takes as inpwandr that are the same
as used for encryption, as well asa, and¢, and it generates as output either
or FAIL “First, the algorithm verifies the lengths of ¢, a, andt. If at least one
of these lengths is invalid, then the algorithm aborts and reti#tls (this is not
explicitly mentioned in Algorithm 11.6). Next, the algorithm generates the subkey
h-(i.e., it therefore encrypts the zero block with the block cipher and thekkey
and the precounter blocl, in exactly the same way as before. In the next step,
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[al I fcf +p

Figure 11.4 GCM authenticated decryption.

the message: is.decrypted. This step is essentially the same as in the encryption
algorithm, except that the roles of andc are swapped. Also, the computations of
pad, andpadsas well ash are identical. On the basis 6f the authentication tag

can be recomputed. Decryption is successful if and onty équals the originally
received value. Otherwise, decryption fails and the algorithm signals this fact by
returningFAIL . Note that the final verification step, i.e., verify whetifeequalst,

is not illustrated in Figure 11.4.

It is commonly believed that the GCM mode is secure as long as a new and
fresh nonce- is used for every single message. If a nonce is reused, then it may
become feasible to learn the authentication key (i.e., the hash shpkey to use it
to-forge authentication tags. Because the encryption is a stream cipher that is highly
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malleable,the ability to forge authenticatiortags may empoweran adversaryto

mountsomesophisticatedattacks.Unfortunately,somelnternetsecurity protocol
specificationsdo not clearly specify how to generatenoncesin a secureway.

For example,the specificationof the TLS protocol doesnot say anythingabout
the generationof noncesfor AES-GCM. Consequentlythereare a few insecure
implementationghat reusenonces: Needlessto say, theseimplementationsare
susceptibleo cryptanalysianddo not providethelevel of securitythatis otherwise
anticipatedvith AES-GCM.

The uniquenessequirementfor the nonceis addressedn Section8 of the
standard6], togetherwith two techniquego constructrespectivenonces:A deter-
ministic constructionand an RBG-basedconstructionthat both use two fields to
comeup with a noncethatis asuniqueas possible Furthermore peoplehavealso
developedhonce-misuseesistantAE and AEAD-modesfor block ciphers,suchas
AES-SIV [7] or—morerecently—AES-GCM-SIV[8].° In eithercase the acronym
SIV standsfor syntheticlV, andthe ideais'to deterministicallyderive the nonce
from the message(so that different messagesautomatically lead to different
nonces)If onehasthechoice,thenit is certainlya goodideato usethis technology
to make AE or AEAD modes nonce-misuse resistant.
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